UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
HUYEN KIM SON Poc lap - Tw do - Hanh phuc

So: 616/BC-UBND Kim Son, ngay 23 thang 3 nam 2023
V/v canh béo 16 hong bao mat
trong cac san pham Microsoft va
hudng dan bao dam an toan hé thong
thong tin ddi véi cac hé théng
théng tin co sir dung camera giam sat

Kinh gtri:
- Céc co quan, ban, nganh cta huyén;
- UBND céc x4, thi tréan;
- Cac doanh nghiép cung cdp dich vu vién thong,
Internet.

Thue hién Vin ban s6 285/STTTT-CNBCVT ngay 21/3/2023 ctia S& Thong tin
va Truyén thong vé viéc canh bao 16 hong bao mat trong cac san pham Microsoft va
huéng din bao dam an toan hé théng thong tin ddi véi cac hé thong thong tin cé sir
dung camera giam sat, UBND huyén dé nghi cac co quan, don vi, UBND céc x4, thi
tran, cac doanh nghiép trién khai thue hién mot sd nhiém vu trong tim nhu sau:

1. Chu dong ra soét cac 16 hong an toan thong tin mang, dic biét 13 cac 16 hong
da duoc Bo Thong tin va Truyén thong canh bao tai Van ban s6 383/CATTT-NCSC
ngay 17/3/2023 cua Bo Thong tin va Truyén thong, chu dong thuc hién san ling moi
nguy hai tiém an trong hé théng.

2. T6 chue luc luong tai chd truc giam sat su ¢d an toan thong tin mang 24/7;
trién khai cac bién phap k¥ thuat & mirc cao nhat nham phat hién cac hoat dong tan
cong mang, phat tan thong tin xau doc; yéu cau don vi, doanh nghiép dang cung cap
dich vu an toan thong tin mang (néu c6) cam két va bd tri luc luong giam sat va bao
vE cac hé théng; bdo dam duy tri, két ndi, kip thoi chia sé thong tin vdi Cuc An toan
thong tin (Bo Thong tin va Truyén thong).

3. Cac doanh nghiép cung cép dich vu vién thong, Internet va cac t6 chirc, doanh
nghiép cung cip nén tang chuyén doi sb ting cuong nang luc hé théng, nén tang va
dam bao cac hé théng thong tin, nén tang hoat dong an toan, on dinh dé phuc vu
nguoi dan, doanh nghiép; trién khai cac bién phap k¥ thuat & mic cao nhat nhim
phat hi¢n, loc, ngan chdn hoat dong tAn cong mang, phat tan thong tin x4u doc, thong
tin vi pham phép luat trén hé théng, ha tﬁng mang ludi thudc pham vi quan 1y; thuc
hién nghiém va kip thoi cac bién phap xtr 1y theo yéu cau ciia S& Thong tin va Truyén
thong va co quan chirc ning c6 thim quyén.

4. Xac dinh cip d6 ddi voi hé thdng thong tin c6 sir dung camera giam sat va
viéc ap dung tiéu chuan, quy chuan doi véi san pham camera giam sat theo Chi thi
s6 23/CT-TTg ngay 26/12/2022 cia Thu tuéng Chinh phi va Vin ban sb
294/CATTTATHTTT ngay 13/03/2023 ctua Bo Thong tin va Truyén thong.
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5. Khi gip su c6 hodc c¢6 van dé phat sinh, can hd trg xtr 1y, dé nghi lién hé ngay
v6i Bo Thong tin va Truyén théng (Cuc An toan thong tin) qua cac ddu mbi sau:

- Trung tam Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC)
dién thoai (024) 3640.4421 hodc sb dién thoai truc dudng day nong tmg ciru sy b
086.9100.317, email: ir@vncert.vn.

- Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC), dién thoai:
(024) 3209.1616 hoac sb dién thoai truc dudng diy nong hd tro giam sat, canh bao
som 033.6666.905, thu dién ti: ais@mic.gov.vn./. .«

Noi nhén: TM. UY BAN NHAN DAN
- Nhu trén;

- Lanh dao UBND huy¢n; KT CHU TICH /

- Lanh dao HDND&UBND huyén; CH

/

/
- B0 phan Quan tri mang HDND&UBND huyén; /7 <~

-Luu: VT, VHTT. z/ 7
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===*"Nguyén Cao Son
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